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A PLANT IS A DYNAMIC REALTY,
THEREFORE ALSO RISK ASSESSMENT
HAS TO BE CONSIDERED IN
A DYNAMIC AND
ARTICULATED PERSPECTIVE.

VARIABLES TO BE
TAKEN INTO ACCOUNT:

- SOURCES OF RISK
- ASPECTS OF RISK

- TIME
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URCES OF

RISKS MAY BE ORIGINATED BY:

RAW MATERIALS (INCLUDING THEIR
PRODUCTION AND TRANSPORTATION)

PLANT ITSELF

WASTE DISPOSAL

PRODUCTS (INCLUDING THEIR TRANSPORT
AND USE)

i

FINAL PLANT DECOMMISSIONING

EACH ONE OF THESE ITEMS
REPRESENTS A DIFFERENT PHASE
OF THE WHOLE PRODUCTIVE CYCLE.

SO, SOMETIME, THE RISK
CORRELATED TO A PRODUCTION
MAY MANIFEST ITSELF
IN PLACES OTHER THAN THE PLANT OR
IN TIMES OTHER THAN THE PRODUCTION.,
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RISK FEATURES

THE RISK AND ITS CONTROL
MAY BE PERTINENT AT LEAST TO THREE
DIFFERENT BUT NOT INDIPENDENT
FIELDS OF INTEREST:

- TECHNICAL
- ECONOMIC
- SOCIO/MPOLITICAL

IT IS NOT FEASIBLE TO LOOK OUT
FOR SOLUTIONS INVOLVING
ONE FEATURE ONLY.

IT IS NECESSARY TO KEEP
A COMPREHENSIVE VISION
OF THE PROBLEMS.

MOREOVER, EACH FEATURE 185
A COMBINATION OF SEVERAL FACTORS
TO BE TAKEN INTO ACCOUNT.
FOR INSTANCE, THE TECHNICAL FEATURE
WILL CONSIDER THE FOLLOWING:

- INITIATING EVENTS

- ACCIDENTAL SEQUEMNCES
ACCIDENTAL CONSEQUENCES
INDIVIDUAL RISK

SOCIAL RISK

RISKS COMPARISON
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TIME

SOME OF THE FACTORS
INFLUENCING THE RISK MAY VARY
MEANINGFULLY WITH THE TIME:

- STAGE IN DESIGN DEVELOPMENT

- PLANT MODIFICATIONS

- CHANGES IN RULES OR STANDARDS
- LAND USE MODIFICATIONS

- TECHNOLOGICAL PROGRESS

- ETC.

THEREFORE THE RISK ITSELF,
IN LEVEL AND SOMETIME IN QUALITY,
WILL BE TIME DEPENDENT.
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THE STRUCTURE TO BE GIVEN
TO A RISK ASSESSMENT
MAY DEPEND
ON THE SPECIFIC FINALIZATION:

1. REGULATORY

Al ASSESSMENTS PERFORMED OR REQUIRED BY CONTROL
AUTHORITIES

=T PRELIMIMNARILY DECIDE IF A RISK MAY BE RELEVANT OR NOT

*TOWERIFY THE FITMESS WITH REGULATIONS AND IUSTIFY
EVENTLUAL CONTROL ACTIONS

= TO DEMODNSTRATE INFRINGEMENTS OF REGULATIONS

= TOSUPPORT JUDICIAL PROCEEDINGS

* FOR LICENSING

" TOCONTROHL. THE SUBSISTANCE OF PRERECATISTTES AND THE
RESPECT OF PRESCRIFTIONS

B. ASSESSMENTS PERFORMED BY THE MANUFACTURER (OR
THIRD PARTITES
*TOMEET REGULATORY REQUIREMENTS
* TO ANSWER SPECIFIC QUESTIONS PUT BY CONTROL AUTHORITIES
= TO SUPFORT JUDKCTAL PROCEEDINGS
" T APPLY AGATNST ADMINISTRATIVE ACTIONS
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2. IN SUPPORT TO MANAGEMENT

AL MARKETING

*TO PROVE A PRODUCT OR A PROCESS BEING NOT HAZARDOLS

* T0O PREOVE A PRODUCT OR A PROCESS MAY ENSURE HIGHER
SAFETY STANDARDS IN RESPECT WITH THE COMPETING OR
ALTERMATIVE ONES

B. PLANNING

" RESEARCH AND DEVEL OPMENT
=T ANTICIPATE REGULATORY REQUIREMENTS
= TCO REDIICE THE POSSIBILITY OF FUTURE CLAIMS
=T REDUCE OWN LEVEL OF RESPONSIBILITY
=TO SEARCH NEW MARKETS FOR RISK CONTROL TECHNOLOGIES
- TO IMPROVE ANALYTICAL CAPARILITIES
= OFTIMIZATIONN [N THE USE OF RESOURCES
= ASSESSMENT OF ALTERMATIVE TECHNCLOGDIES

C.RISK MANAGEMENT

= TO FREVENT AND MITIGATE ACCIENTS
*TO REDLICE LIARILITY AND LEGAL OR FINANCIAL RISKS
* TO REDMICE INSURANCE PREMITIM
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3. FORMATION

A. INFORMATION TO THE POPULATION

* TO PROMOTE A RATIONAL ATTITUDE IN THE PUBLIC
OPINION
*TO MEET REGULATORY REQUIREMENTS

B. TRAINING

* OPERATORS
* INTERVENTION TEAMS
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Italian methodologies for major hazards quantitative
risk assessment

Analytical approach and methodologies in industrial risk
assessment
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THE RISK ASSESSMENT
MAY BE BASED ON:

REACTIVE APPROACH

DETERMINISTIC, IT HAS BEEN ALWAYS USED TN THE
INDUSTRIAL PRACTICE

PREDICTIVE APPROACH

EXPLICITLY INTRODUCED FOR THE FIRST TIME IN THE
INDUSTRIAL PRACTICE BY ROBENS REPORT, IT HAS BEEN
QUTLINED AND REGULATED BY ACMH AND THE EEC
DIRECTIVES

THE PREDICTIVE APPROACH
DOES NOT INTEND TO REPLACE
THE REACTIVE ONE.

THE CONCRETE EXPERIENCE GAINED
IN DESIGN AND OPERATION OF PLANTS
WILL ALWAYS REMAIN
AN UNREPLACEABLE ELEMENT.
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REACTIVE APPROACH

® IS BASED ON THE PAST EXPERIENCE

® CONSISTS IN THE APPLICATION OF:

= ENGINEERING CODES AND STANDARDS
= REGULATIONS

- CHECK LISTS

- SAFETY REVIEWS

- CASE HISTORIES (DATA BANKS)

o IDENTIFIES THE DEVIATIONS FROM
TECHNICAL SPECIFICATIONS OR
OTHER PREDETERMINED SOLUTIONS
OR ALREADY KNOWN SITUATIONS

® IN OTHER TERMS, ASSURES THE CONTROL
OF THE RISKS BY VERYING THE RESPECT
OF THE "STATE OF THE ART"
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EXPERIENCES GAINED IN

DIFFERENT AREAS

(DESIGN, CONSTRUCTION, COMMISSIONING, OPERATION,
DECOMMISSIONING, EMERGENCY HANDLING)

ARE CONVERTED
TO

~

il

CODES, STANDARDS,
RECOMMENDATIONS, SPECIFICATIONS,
PROCEDURES, REGULATIONS

THEY ARE THE BASIS OF THE
"GOOD ENGINEERING" PRACTICE,
AND ITS HISTORICAL EVOLUTION.
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MOST OF THESE EXPERIENCES
FORM A "KNOW-HOW",

OFTEN A CONFIDENTIAL ONE,

OF THE GREAT MANUFACTURERS
(ICI, EXXON, UNION CARBIDE, ENI, ETC.)

AND OF THE MOST QUALIFIED

ENGINEERING SOCIETIES
(KELLOG, TECHINT, CTIP, SNAMPROG. ETC.).

ON A MINOR EXTENT THEY ARE
PART OF AN "OPEN" KNOWLEDGE,
IN MOST CASES ARRANGED IN FORM OF
MONOGRAPHIC CODES,

AT LOCAL OR INTERNATIONAL LEVEL,
PUBLIC OR CORPORATIVE.
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SOME EXAMPLES OF THE LAST:

« ASME CODES
BOILERS AND PRESSURE VESSELS

= API STANDARDS
MACHINERY AND EQUIPMEMT,
PLANT LAY OUT.
PROCESS INSTRUMENTATION AND CONTROL SYSTEMS.
OVERPRESSURE PROTECTIONS,
BLOW-DOWN SYSTEMS,
ETC.

= ISA STANDARS
CONSTRUCTION, CALIBRATION AND INSTALLATION OF
PROCESS INSTRUMENTATION

= N.E. CODES (NEC)
EXPLOSION PROOFING OF ELECTRICAL EQUIPMENT
AREA CLASSIFICATION

 NFPA CODES (NFC)

FIRE PREVENTION AND PROTECTTON
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TECHNIQUES FOR THE IDENTIFICATION

OF DEVIATIONS FROM
"GOOD ENGINEERING" PRACTICE:

o CHECK LISTS

< GEMNERAL
SPECTFIC FOR ARGUMENT OR COMPETENCE

<
DETAILED

o SAFETY REVIEWS

< BRAINSTORMING  (SINERGY)

AUDIT (CROSS CHECKING)

< IN-HOUSE
INDIPENDENT
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LIMITATIONS DUE TO:

- UNFEASIBILITY TO IDENTIFY HAZARDS
AT LOW PROBABILITY, BUT POSSIBLY
WITH SEVERE CONSEQUENCES

- NO GUARANTY THAT ALL RISKS HAVE
BEEN SISTEMATICALLY TAKEN INTO
CONSIDERATION

- UNFEASIBILITY TO ADEQUATLY DEAL
WITH NEW PROCESSES OR SITUATIONS
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ON THE OTHER SIDE:

e RAPID DEVELOPMENT OF DESIGN AND
OPERATIONAL TECHNIQUES, SOMETIMES
AT A VERY HIGH LEVEL OF COMPLEXITY
AND VARIETY

e RAPID GROWTH OF THE INDUSTRIAL
ACTIVITIES IN NUMBER AND SIZE

e GREATER CROWDNESS IN LAND USE,
WITH CONSEQUENTLY INCREASED
VULNERABILITY OF POPULATION AND
ENVIRONMENT

e GREATER AWARENESS OF THE HAZARDS
ASSOCIATED WITH MANY CHEMICAL
SUBSTANCES
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* MAJOR ACCIDENTS OCCURED IN THE
RECENT YEARS

* GREATER CONSCIOUSNESS AND
SENIBILITY OF THE PUBLIC, DUE
ALSO TO A HIGHER STANDARD OF
LIFE

THEY ALL ARE FACTORS WICH HAVE
LED TO THE IMPLEMENTATION OF A
NEW APPROACH (ANALYTICAL AND
PREDICTIVE), ON SOME EXTENT MORE
ADEQUATE THAN THE TRADITIONAL
ONE, AND OVERCOMING SOME OF ITS
GREATEST LIMITATIONS.

INTER ALIA, THIS ATTITUDE HAS
IMPRINTED THE SPECIFIC REGULATIONS
ISSUED IN THE RECENT TIME FOR THE
CONTROL OF RISKS.
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PREDICTIVE APPROACH

« MUST BE SUPPORTED BY THE HISTORICAL
EXPERIENCE (REACTIVE APPROACH)

= IS BASED ON ANALYTICAL TECHNIQUES:

- QUALITATIVE

= HAZARDS INMENTIFFCATION

= SELECTION OF THE SIGNIFICANT EVENTS

= MODELLING OF THE ACCIDENTAL BERANTOUR
OF THE FLANT iACCIENTAL SECHIENCES)

= MODELL NG OF THE ACTTDENTAL BEEHANMIOUER
OF THE PLANT/EMVIROMNMENT SYSTEM
(ACCIDENTAL SCEMNARIOS)

- QUANTITATIVE

o EVALUATION OF THE LIKELIHOOD (PROBABILITY)
OF ACCIDENTAL EVENTS

» EVALUATION OF THE LIKELIHOOD (FROBABILITY)
OF ACCIDENTAL SCENARIOS

o CALCULATENN OF AQCIDENTAL CONSEQUENCES

= RISK EVALLUATHIN

®= GIVES EXPLICIT INDICATION OF THE
POSSIBLE MEASURES OF PREVENTION
AND PROTECTION.
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DFESOCRIFTION
OF SYETEM

HATARDE B
IDENTIFICATION

EVALUATION OF
PFROGANTLITIES

CALCULATION OF
COMSEQUENCES

EVATLLATION
UF RISES

TUOLEEABILITY
CHITERLA

Mo SVSTEM
AMODITICATICNE

Yan

GIrERARLE
SYSTEM

THE PREIMUOTIVE APPROACH TN RISK ASSESSMENT
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* LIMITATIONS DUE TO:

< UNCERTAINTIES

RISOURCES

* BECAUSE OF UNCERTAINTIES, NEED
TO MAKE AN EXTENSIVE USE OF
"ENGINEERING JUDGMENT", MAINLY FOR:

SELECTION OF BASIS
SOURCE TERMS
IDENTIFICATION OF UNCERTAINTIES

CREDIBILITY OF RESULTS
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® TO KEEP THE NECESSARY RESOURCES
TO AN ACCEPTABLE LEVEL, NEED OF
A GRADUAL AND FLEXIBLE APPROACH:

- ADEQUATE SELECTION OF THE
PROCEDURES

- SEQUENCE OF LEVELS INCREASING
IN DETAIL AND/OR EXTENSION

- CONTINUATION OF THE ANALYSIS
AT A HIGHER LEVEL ONLY WHERE
AND WHEN SUITABLE (HIGH RISKS,
COMPLEX PLANTS, NEW PROCESSES,
ETC.)
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A POSSIBLE WAY TO DIVIDE
THE PROCESS OF RISK ASSESSMENT

INTO SUCCESSIVE PHASES IS REPRESENTED
BY THE SCHEME SUGGESTED BY AIChE.

10 SUCCESSIVE PHASES, RELATED TO
4 DIFFERENT LEVELS OF DETAIL.

AT THE END OF EACH ONE OF THESE
4 LEVELS, THE POSSIBILITY IS GIVEN
TO INTERRUPT THE PROCESS IN CASE
AN ACCEPTABILITY JUDGMENT
MAY ALREADY BE GIVEN.

AT ANY LEVEL, THE PROCESS MAY ALSO
BE CONTINUED FOR SOME PART ONLY
OF THE WHOLE PLANT (e.g. SOME UNIT
OR SYSTEM OR ASPECT):
POSSIBILITY OF SUCCESSIVE ABRIDGMENTS
TO LIMIT THE APPLICATION OF THE MOST
COMPLEX AND ONEROUS METHODOLOGIES.
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FOR INSTANCE, A COMPLETE REFINERY
INCLUDES AN AVERAGE OF AT LEAST
100 - 120 P& DIAGRAMS.

A FULL HAZOP (ONE OF THE MOST
POWERFUL HAZARDS IDENTIFICATION
TECHNIQUES) TAKES ABOUT
ONE DAY AND A HALF PER P&I DIAGRAM
WITH A TEAM OF A MINIMUM OF
THREE HIGHLY QUALIFIED TECHNICIANS,
POSSIBLY AT TOP LEVEL.

THE EXTENSIVE PERFORMANCE OF
THE HAZOP ONLY ON THE WHOLE REFINERY
WOULD REQUIRE 150 - 180 WORKING DAYS,
CORRESPONDING TO ABOUT ONE YEAR
AS DURATION AND 500 MAN/DAYS.

CORRESPONDINGLY THE COST WOULD BE
IN THE ORDER OF 400,000 U.S.5,

THIS SAME MONEY COULD BE MUCH BETTER
EMPLOYED BY A MORE ADEQUATE USE OF
ANALYTICAL TECHNIQUES, AND
ALLOCATING THE CORRESPONDENT
FINANCIAL RESOURCE TO THE
VERY INTERVENTS ON PLANT FOR

PREVENTION OR PROTECTION.
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THE OPPORTUNITY TO REDUCE THE RISK
MAY BE GIVEN BY ANY ONE
OF THE ELEMENTS CONTRIBUTING
TO THE ACCIDENT.

THEREFORE IT IS VERY IMPORTANT
THE KNOWLEDGE OF THE STRUCTURE
OF AN ACCIDENT AND ITS
SEQUENTIAL CHARACTER.

SUAUHOE GF HadlafD

g
INTTIATING EVENT

COCLUTREENT CALSES
O PFROCESS TROUBLES

INTERMEDIATE EVENTS
(PROPAGATING EITHER
AMITIGATING )

MOCTIENT

AUCTIDENTAL SCENARED

FINAL CONSEQUENCES
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PP NITIES REDUCTION

EACH ELEMENT OF
THE ACCIDENTAL SEQUENCE IS

SUSCEPTIBLE TO CONTROL THE RISK BY:

- PREVENTING THE SEQUENCE R
TO START AT ALL g
;‘E{

- INTERRUPTING THE SEQUENCE |
AT AN INTERMEDIATE LEVEL o
- ADRESSING ITS DEVELOPMENT |
IN A LESS UNFAVOURABLE o
DIRECTION i
G

T

- MITIGATING THE FINAL ;
CONSEQUENCES :
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CORRESPONDINGLY, THE POSSIBLE
INTERVENTS MAY BE CLASSIFIED
ACCORDING THEIR AIM:

« REDUCTION OF THE PROBABILITY
OF INITIATING EVENTS

IMPROVEMENT OF THE COMPONENT QUALITY
REDUNDANCY OF INSTRUMENTATION
IMPROVEMENT IN TRAINING

ETC

« REDUCTION OF THE POSSIBILITY
OF PROPAGATION THROUGH THE
SEQUENCE

SAFETY WVALVES

RUPTURE DISCS

ISOLATION SYSTEMS

DEPEESSURING OF BLOW DOWN SYSTEMS
EXFLOSION SUPRESSION

BLANKETING

SCRUBBING SYSTEMS

ETC.
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o ACTIVE PROTECTION

FIREFIGHTING FACILITIES

WATER CURTAINS

STEAM CURTAINS

EQUIPMENT COOLING SYSTEMS
ANTIEVAPORATING FOAM BLANKETS
ETC

« PASSIVE PROTECTION

SEPARATION DMSTANCES
EXPLOSION PROOFING
BLASTPFROOF BARRIERS
HOLDING BASINS

FIRE PROOFING

ETC.

o EMERGENCY MANAGEMENT

PLANNING

REHEARSALS

INFORMATION TO POPULATION
ETC
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MAIN FACTORS INFLUENCING
THE LEVEL OF RISK

1. SEPARATION DISTANCES BETWEEN
PLANTS AND POPULATION

2. DENSITY OF POPULATION AND
PRESENCE OF HIGHLY VULNERABLE
TARGETS (SCHOOLS, HOSPITALS, ETC.)

J. HOLD-UP OF HAZARDOUS MATERIALS
AND STORAGE CONDITTIONS

4. PROCESS WORKING CONDITIONS

5. PIPING SIZE

6. SAFETY SYSTEMS - ACTIVE OR PASSIVE
(HOLDING BASINS, REMOTE ISOLATION,
PROCESS CONTROL AND BLOCK, ETC.)

7. RISK MANAGEMENT PROVISIONS

(TRAINING, SUPERVISION, PROCEDURES,
HOUSEKEEPING, INSPECTIONS, ETC.)
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8. PHYSICAL/CHEMICAL PROPERTIES OF
SUBSTANCES (FLAMMABILITY, TOXICITY,
VOLATILITY, ETC.)

9. AVERAGE METEOROLOGICAL CONDITIONS
(CLASS OF STABILITY, WIND DIRECTION
AND SPEED, ETC.)

10. TOPOGRAPHY (PRESENCE OF HILLS,
VALLEYS, VEGETATION, BUILDINGS, ETC.)

11. PARTICULAR MITIGATING/AGGRAVATING
FACTORS (VENTILATION IN BUILDINGS,
INFORMATION TO THE POPULATION,
EMERGENCY PLANNING, MOBILITY AND
SITE ACCESSIBILITY, ETC.)

Autore:Ms. Fausta Delli Quadri



@ APAT

Egyptian and Italian Cooperation Programme on Environment
Quantitative Risk Assessment of Oil and Gas Plants

S CE N
N THE ANALYTICAIL APPROA

SELECTION OF THE REPRESENTATIVE
SET OF ACCIDENTAL SCENARIOS

RELEASED QUANTITIES DUE TO THE
SUDDEN COLLAPSE OF STORAGE TANKS

SEMI-CONTINUOUS RELEASES DUE TO
MAJOR FAILURES OF VESSELS OR
PIPING (LOCATION AND SIZE, ACTUAL
PROCESS CONDITIONS)

DURATION OF RELEASE
PROBABILITY OF THE ACCIDENT

PROBABILITY OF THE ACCIDENTAL
SCENARIO

SOURCE TERMS FOR THE EVALUATION
OF CONSEQUENCES (INITIAL DILUTION
FACTOR, COMBUSTION EFFICIENCY.,ETC.)
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8. LIQUID ENTRAINMENT AND AEROSOL
FORMATION IN HIGH PRESSURE RELEASES

9. MODELS FOR THE EVALUATION OF
CONSEQUENCES (HEAVY CLOUDS, JET
DISPERSION, EXPLODING MASS, ETC.)

10. TOXICITY DATA

11. MITIGATION DUE TO AMBIENT FACTORS
OR POPULATION BEHAVIOUR
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BECAUSE OF ALL THESE UNCERTAINTIES,
A GREAT CARE IS NEEDED IN THE
CORRECT INTERPRETATION OF RESULTS.

IN ANY CASE,
A "CERTAINLY CONSERVATIVE RESULT"
MAY NOT BE ALWAYS ACCEPTABLE
(IT MAY LEAD TO SOLUTIONS NOT OPTIMAL
FROM SOME POINT OF VIEW:
TECHNICAL, ECONOMICAL OR SOCIAL).

VERY OFTEN IT BECOMES NECESSARY
TO PERFORM A "BEST ESTIMATE".

S0, A GREAT EXPERIENCE IS ESSENTIAL
(A GENERAL ENGINEERING EXPERIENCE
AND A VERY SPECIFIC ONE ON THE
KIND OF PLANT UNDER EXAMINATION).

THE FINAL RESULTS OF THE ANALYSIS
MUST BE SUBJECTED TO A GENERAL
AND CRITICAL "CREDIBILITY JUDGMENT"
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CRITERIA FOR THE SELECTION
OF A METHODOLOGY

TWO KIND OF FACTORS HAVE TO BE
TAKEN INTO CONSIDERATION:

INTRINSIC ATTRIBUTES
CHARACTERIZING THE
METHODOLOGY

CONDITIONS CHARACTERIZING
THE SCOPE AND THE CONTEXT
OF THE APPLICATION
(EXTERNAL FACTORS)
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INT . ITE

1. OBJECTIVE OF THE METHODOLOGY
(HAZARDS IDENTIFICATION, RISK
RANKING, ETC.)

2. RANGE OF APPLICABILITY (TO A
DETERMINATE STAGE OF DESIGN
DEVELOPMENT, TO A PARTICULAR
TYPE OF INDUSTRY, ETC.)

3. FORM OF THE RESULTS (LIST OF
ITEMS, CATEGORIES OF RISK, RANGE
OF ACCIDENTAL EFFECTS, ETC.)

4. NATURE OF THE RESULTS (QUALI-
TATIVE, QUANTITATIVE)

5. DATA AND SOURCE TERMS REQUIRED
(PROCESS FLOW SHEETS, LAY-OUT,
P&I DIAGRAMS, ETC.)

6. HUMAN RESOURCES REQUIRED
(QUALIFICATION, SKILLFULNESS,
SPECIFIC EXPERIENCES, ETC.)
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EXTERNAL FACTORS .

1. SCOPE OF THE RISK ASSESSMENT

- PRELIMINARY CONCEPTION OF A PROTECT
= SEL ECTIONN AMONG DIFFERENT TECHNOLOGIES

« SEARCH FOR TECHNICAL SOLUTTICENS
- SEARCH FOR MANAGERIAL/ADIMISTRATIVE SOLITIONS

S GLOEATL ANALYSIS OF AM ARES
- ETC,

2. DEVELOPMENT STAGE OF PROCESS/PLANT

- SCREENING FOR A FEASIBILITY STUDY OR FOR BEARLY

STAGES OF DESIGN
- GREATER DETAIL FOR ADYARNCED STAGES OF A RESIN

3. POTENTIAL MAGNITUDE OF ACCIDENTAL

CONSEQUENCES

- SCREENING BASED O THE “WORST CASE™
- DEEPENING COMMENSURATE WITH THE ACTUAL LEVEL
OF RISK AND CONCERNING THE MOST HAZARDOLS

SITUATIONS ONMLY

4. COMPLEXITY OF THE PROCESS/PLANT

=« SCREENING FOR FLEXIBILITY N AFPLYING METHODDOLOGIES

= GREATER DETAIL IM FRESEMCE OF EXTENDED OR COMPLEX
SYSTEMS OF CONTROLFROTECTIONMMITIGATION

= S STEMATICAOOMPONENTISTIC NATURE
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5. ACTUAL SKILLFULNESS WITH THE
METHODOLOGY

- ACTUAL SPECIFIC EXPERIENCE IN THE APPLICATION
IT WILL BE MUCH BETTER TO SELECT A LESS SOPHISTICATED
BUT WELL UNDERSTOOD METHODOLOGY RATHER THAN A
VERY POWERFUL ONE BUT NOT FULLY KNOWN

6. AVAILABILITY OF DATA AND
INFORMATIONS

-SCARCE DOCUMENTATION AVAILABLE IN EARLY STAGES
OF DESIGN WILL NOT LET COMPLEX METHODOLOGIES
TO BE USED

- IBID FOR OLD PLANTS, WHERE GENERALLY DOCUMENTATION
1S SCARCE OR NOT UFDATED

7. AVAILABILITY OF RESOURCES

- LIMITATIONS IN TIMEHUMAN/ECONOMIC RESOURCES
MAY NOT LET COMPLEX METHODOLOGIES TO BE APPLIED
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MOST COMMON
MEN (s

DATA BANK
CHECK LIST HISTORIC
SAFETY REVIEW

| REACTIVE

DOW INDEX
MOND INDEX INDEX BASED
UCSIP METHOD

=

OQUALITATIVE

PHA
WHAT IF
FMECA
HAZOP

STRUCTURED

MPREDICTIVE

FTA
ETA
CAUSE/CONSEQ.
HEA

ANALYTIC

==

QUANTITATIVE

MODELS FOR CONSEQ. CALCULAT.
y ) MODELS FOR VULNERAB. EVAL.
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SYNOPTIC TABLE OF THE MAIN QUALITATIVE METHODOLOGIES (foliows . 2)
LUSE B
METHODOLOGY CHARACTERISTIOS ADVANTAGES DISADVANTAGES FNEJESEH% COMMENTS
Hazard Anslyzes causes and eftects of  Lia  Salely Ravew, bul an ohemus mrimhm Froquent Vory usniul also for oporatality
ong devaians in process paramaters Bnsues @ hm FI;?-HHLH‘BIMEW‘IW BiLchEs, B Many cases wil aiso
Coerabiliny frpm narmal operating condifions. of pompietaness feness  meaninghully highar have an economcal pay-out
Siudy The procedure, camed out by an useful source lammsa for (he ifan in afhar s, Effprs undar way 10 orests 8
articuipted  team of  ewpens, wﬂfwm Requites a techncal computerized s,
[HAZOR) consists in systomalic applicatan g ORpOTECE
i kay weonds ibem by R, Bne by OBl hof sanihcalian
ke, paramater by paramater, hisman eimors.
Fadiune ety ematicaly he May be extremely rigorus Extramaly. onefous Il applied inrisquant Lzl only where componentssic
Modas citherant mﬂssufm Hm ang complete {Pwmcrpmanmh rigorousty, i IS less delniea Aspaicts Japmdmmnmt [powes
Eémilmu by item and zes poasibly imauu&‘ljl'y;l. o  useful varsion may be adeguately mlﬁﬁnw ndusiry,
BOU ms facation replaced Offvae  Bermipdar uckaar . Elatigns,
Anammw o R urmm mahndunqﬂl:g (FTA, maﬂmdnnlcqh'rm'i:_lm, Wihat I, glﬂ.]. -
ETA, o) Mot ‘sbde [0 denlify ciuses
(FMECA) oihar thah companantishe.
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| LEVEL 1 e

Acteoiahie probabiibes

Fossible modificaicons

- LEWEL 2 mmnmﬂ
Evamﬁmpr:mgecm aad s

accideriad

Fossible modifcabons

GRADUAL APPROACH IN THE APPLICATION
OF HAZARDS EVALUATION TECHNIQUES.
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LEVEL OF APPLICATION
OF THE VARIOUS METHODOLOGIES

LEVEIL AMETHODOLOGIES TYPICALLY APPLIED

Drat= banks

Check E=ts

Salaty reviews

Dow nclex

1 Mond Index

USSP Mathod (redinaries only)
Prefminary Harard Analysis

“Wihat id "~
Hazrzard and Cpershiity Shedy
tatsstical Analysis
“Wiat i~
Harard and Sty
= Failure Mode, Effect and Crinicality Anslysis

Fault Tres Analysis
Human Emor Analysis

Siatistical Analysis
LICSIP Mathad  ([redfinenes only)
' Faui Tre
aull Trae Analysis
@ Ewent Tres Aralhysis
Causa/consegueances Analysis
Hurman Ermor Analyss
podels for conssquencses evaluation

Models for vidnerabifity evaheasion
Models for ek estimation
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IDENTIFIED ACCIDENTAL EVENTS |

o ErweTin)
]
h
| FT.A '
| O ECHLeY
DEFINITION OF S e
SOUHCE TERRES *
PROAASE ITY OF
ACICERTAL EVEMTS
" |
13 !
— T OF
[ ACCIDENTAL SCENARIOS | AOCIENTRAL

| PHYSICAL EFFECTS |

VWL NERABRLITY ENVIROMNMENT =
T
ALY |
& DELDGFRAPHY
FMRDIWIDLEAL SOCIAL EMYWIROHMMENTAL
. "
L msk |
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USE OF RESULTS

EACH PHASE SHOWN IN THE PREVIOUS SLIDE
PROVIDES A DETERMINATE TYPE OF RESULTS.

TECHNICAL
AREA OF
INTEREST MANAGERIAL
TECHNICAL INTEREST

TYPE OF INFORMATION REQUIRED TO THE
ASSESSMENT:

- IDENTIFICATION OF HAZARDS AND ACCIDENTAL SEQUENCES
- ESTIMATION OF EVENTS LIKELTHOOD
- EVALLATION OF CONSEQUENCES
- RANKING OF THE RISK GENERATED BY THE EVENTS
| - TECHNICAL SUGGESTIONS FOR IMPROVEMENT |

l

POSSIBLE TYPE OF INTERVENTS FOR
IMPROVEMENT:

= MODIFICATION OF DESESN CRITERLA,

- MODIFICATION OF FROCESS CONTROL. BASTS

= MOHDIFICATHRS OF OPERATIMNG CONDITIONS

- CHANGE OF PROCESS FLUTDS

= MODIFICATION OF LAY O

= AHHIFICATION OF CPERATENG OR MAINTENANCE PROCEDURES
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INTERVENTS MAY OBTAIN
IMPROVEMENT (RISK MITIGATION) BY:

ELIMIMNATHIN OF THE HAZARD SOURCE

HEIMECT RS COF COMN SEUTTESCES iPRATTECT MY
REDUCTION OF PROBAEBILITIES (FPREVENTTION)

CAUTION !

THE HEEDLESS IMPLEMENTATION OF A
MODIFICATION, ORIGINALLY INTENDED
AS A REDUCTION OF SOME OF THE SOURCES
OF RISK, MAY ON THE CONTRARY
GIVE RISE TO NEW, GREATER AND
UNEXPECTED HAZARDS.

FOR ENSTANCE:

- INADEQIIACY OF A BLOW-DOWN HEADER TO CONVEY EMERGENCY
DISCHARGES DUE TO THE CONVEY ING OF A MEW PSV DISCHARGE.

CORMFNALLY TO ATWMOSEHERE

= INADECH ALY OF AN EMERGENCY FLECTRIC GENERATUH TO OO Py
WITEH THE RE(LAREMENTS [HUE TO THE CQOMMECT IO CHF & MNEW
CHRITICAL USER -TO THE VITAL BUS-BAR

ANY MODIFICATION TO A PLANT
REQUIRES A CAREFULL EXAMINATION
OF ALL THE POSSIBLE DIRECT AND
INDIRECT CONSEQUENCES.

THE ACCIDENT AT FLIXBOROUGH
HAS BEEN CAUSED BECAUSE THIS
SIMPLE AND OBVIOUS RULE
HAS BEEN DISREGARDED !
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MANAGERIAL OR
ADMINISTRATIVE INTEREST

TYPE OF INFORMATION REQUIRED TO THE
ASSESSMENT:

= IDENTIFICATION OF HAZARDS
- ESTIMATION OF EVENTS LIKELTHOOD AND CONSEQUENCES
- VERIFICATION OF THE RESPFECT OF REGULATORY REQUIREMENTS
- RANKING OF THE RISK GENERATED BY THE EVENTS

I - SUGGESTIONS FOR IMPROVEMENT ON MANAGERIAL BASIS

POSSIBLE TYPE OF INTERVENTS FOR
IMPROVEMENT:

- MODIFICATION OF BASIC TECHNOLOGY

= CONVERSION TO OTHER TYPE OF MANUFACTURING

- DELOCALIZATION OF THE PLANT OR ITS SHUT DOWN

= LIMITATION OR DELOCALIZATION OF INHABITED AREAS

- WORKS FOR CONTAINMENT OR PROTECTION (POSSIBLY
EXTERNAL TO THE PLANT LIMITS)

- INTERNAL AND EXTERNAL EMERGENCY FLAN

= INFORMATION TO THE POPULATION

- TRAINING OF FERSONNEL
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