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Information on the processing of personal data pursuant to art. 13 of EU
Regulation 2016/679 for users of the Italian section of the Union Registry

1. WHY THIS INFORMATION

By providing the following information we wish to offer a clear and transparent view of the
personal data collected and processed by the Italian Institute for Environmental Protection and
Research for the purpose of managing the users of the Italian section of the Union Registry and
its related Services, according to the provisions of EU Regulation 2013/389 and, in compliance
with the General Regulation on the Protection of Personal Data 2016/679 (hereinafter, "GDPR"
or "Regulation"), which applies in all Member States of the European Union as of the 25" May
2018. In particular, the parties concerned by data processing are natural persons, specifically
the representatives designated by the account holder, who submit their personal data and
those of the account holder (in case the account holder is a natural person) in order to
complete the online registration application for the aforementioned Registry and its related
Services.

2. THE DATA CONTROLLER

The data controller is the Italian Institute for Environmental Protection and Research —lIspra, a
national public research body subject to the supervision of the Ministry for the Environment,
Land and Sea, with its legal head office at Via Vitaliano Brancati, 48 - 00144 Rome. You can
contact the data processor by writing to the address above or by sending an e-mail to the
following e-mail address: urp.ispra@ispra.legalmail.it, or, by contacting the switchboard:
06.50071.

3. DATA PROTECTION OFFICER

The Data Protection Officer is the person, designated by Ispra, who you may contact for all
matters related to the processing of your personal data and the exercise of related rights, in
the following ways:

- by mail, sending a registered letter with return receipt to the address: ISPRA - Via Vitaliano
Brancati, 48 - 00144 Rome (Italy) to the attention of the Data Protection Officer;

- by certified e-mail (PEC), to the institutional address protocollo.ispra@ispra.legalmail.it and
in cc to rpd@isprambiente.it attaching the dedicated form that can be downloaded in the
section on Privacy of the institutional website at the following link:
http://www.isprambiente.gov.it/files2018/privacy/MODELLO esercizio_diritti in_materia_di
protezione dati_personali SM.pdf

4. LEGAL BASIS OF DATA PROCESSING

According to art. 6 of GDPR, the conditions of lawfulness for the processing of your personal

data are as follows:

- Processing is necessary for compliance with a legal obligation to which the controller is
subject (Article 6, paragraph 1, letter c of the GDPR).
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The legal obligations are those deriving from the EU Regulation 389/2013 and from
Legislative Decree 30/2013: specifically, the management of the data transmitted through
the online registration process in the Italian part of the Union Registry and the data in the
documents eventually transmitted to request the association of the user to an account, as
well as the update the user data;

- Processing is necessary for the performance of a task carried out in the public interest or in
the exercise of official authority vested in the controller (Article 6, paragraph 1, letter e of
the GDPR). In particular, the institutional tasks for the administration of the Italian part of
the Union Registry resulting from the enforcement of EU Regulation 389/2013 and
Legislative Decree 30/2013.

5. TYPES OF DATA PROCESSED AND PURPOSE OF THE PROCESSING

The personal data processed in the context of user registration and management, as explained
in paragraphs 1 and 4, are common data entered in the online application form during the
registration process in the Italian section of the Union Registry and/or transmitted later, within
the documents requested in the procedures set up by the Registry administrator (for example:
personal data relating to the residence and identity, contact details), as well as special
categories of data pursuant to Article 10 of the GDPR (judicial data related to criminal
convictions), necessary for the fulfillment of the legal investigations relating to the integrity
requirements (criminal records).

Common data of natural persons may also be processed, although not referring to users of the
Registry but transmitted as part of the documents requested in the procedures related to user
management (for example contact details of any person listed in the certificate of
incorporation).

The provision of such data is required to approve the registration process, to enroll the user in
the Registry and eventually update the user data when needed; therefore, failure to provide
such data will preclude the registration and enrollment in the Italian part of the Union Registry
and its services.

Once your user profile has been created and enrolled, Ispra may process your personal data
also for purposes of scientific research and archiving in the public interest.

6. METHOD OF PROCESSING

Ispra, as Data Controller, collects your personal data (and those of other persons indicated in
the documents requested, including the contact person of the account holder) directly,
through the acquisition of the online application form for the registration in the Italian part of
the Union Registry and through the acquisition of the documents requested for appointing the
user to an account or for updating user data.

The processing of your personal data is carried out, both on paper and electronically, with the
following activities: collection, registration, organization, structuring, storage, consultation,
adaptation or modification, use, internal communication, extraction, comparison,
interconnection, limitation, cancellation and destruction of data.

In any case, we process your personal data in compliance with the principles of lawfulness and
fairness pursuant to art. 5 of the GDPR and we always operate in such a way as to guarantee
the confidentiality and security of information.

We are also committed to ensure that the information and data collected and used are
adequate, relevant and stored for the time necessary to achieve the treatment purposes
described above, and that your personal data are processed in a manner that guarantees their
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security, through adequate and effective technical and organizational measures implemented
by the Data Controller, in compliance with the principle of Accountability prescribed by GDPR,
which avoid the risk of loss, unauthorized access, illicit use and dissemination.

7. RECIPIENTS OF DATA
The personal data collected as a result of this procedure are processed exclusively by the staff
of the Unit of ISPRA responsible for the administration of the Italian Registry for Emissions
Trading (who has been previously authorized and trained by the Institute regarding the
purposes and methods of processing) and could possibly be communicated to third parties for
the fulfillment of legal obligations related to the procedure.
In particular, the subjects or categories of subjects (natural persons or legal persons,
supervisory authorities) to whom your data will be or could be communicated are:

a) the Judicial Authority;

b) Finance Police -Tax Police Unit;

c) Customs Agency;

d) National Committee for the management of Directive 2003/87/EC;

e) European Commission;

f) Other European Registry administrators.

8. RIGHTS OF INTERESTED PARTIES

Register users, as "data subject" have the right to obtain from Ispra, in the provided cases:
access to their personal data, rectification, deletion or limitation of the processing or to
oppose the processing (articles 15 and subsequent of GDPR). The specific request for the
exercise of the rights related to the processing of personal data is presented to the Data
Protection Officer of the Institute in the following ways:

- by mail, sending a registered letter with return receipt to the address: ISPRA - Via Vitaliano
Brancati, 48 - 00144 Rome (Italy) to the attention of the Data Protection Officer;

- by certified e-mail (PEC), to the institutional address protocollo.ispra@ispra.legalmail.it and
in cc to rpd@isprambiente.it attaching the dedicated form that can be downloaded in the
section on Privacy of the institutional website at the following link:
http://www.isprambiente.gov.it/files2018/privacy/MODELLO esercizio diritti_in_materia_di
protezione dati_personali SM.pdf

With specific reference to the right to rectify your personal and contact data, you shall in any
case follow the procedures for updating data indicated by the Registry administrator.

The exercise of rights as data subject is free of charge pursuant to Article 12 of the GDPR,
except in the case of manifestly unfounded or excessive character of the request to which
paragraph 5 of the same article applies. Participants who believe that the processing of
personal data referring to them is in violation of the provisions of the Regulation have the right
to lodge a complaint with the supervisory authority, as required by art. 77 of the same
Regulation, or to refer to the appropriate judicial Courts (art. 79 of the GDPR).
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